












Cybersecurity Update: 
"Staying Ahead"

Board Meeting
April 2, 2025
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Agenda
Staying Ahead

1. Current Cybersecurity Landscape and News
2. Real-World Examples
3. Threat Evolution 
4. Our Current Security Posture
5. Challenges Ahead
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Current Cyber Security Landscape
WSJ News Article this week

The "AI" Threat to Cyber Security
•  Ordinary AI is good for movie spoilers.
• And leaking customer data.

• Ordinary AI is good for workout plans.
• And making the Security team sweat.

• Ordinary AI is good for grocery lists.
• And exposing confidential information." *Wall Street Journal, May 29-30, p A5 
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Cyber Security Landscape
Our High-Level Assessment

Good (what we have) 
1. Limited resources: staff and money
2. Best effort approach using “defense 

in depth” methodology 
3. Proactive threat detection tools
4. Access rights are limited to least 

accessible (Least Privileged) 
5. Employee awareness and training
6. We have 24/7 monitoring but not 

24/7 staffing 
7. Security and Network Operations 

Center is staffed and operational

Evil (what we are experiencing) 
1. Nation State sponsored attacks
2. What appears to be unlimited resources  
3. Attacks that scale rapidly
4. Phishing and social engineering at 

industrial scale
5. Exploitation of human error and insider 

threats
6. Fast, targeted attacks often via supply 

chain 
7. Constant probing for security gaps
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Cyber Security Grant
News this week

Strategic Investment in Cyber Resilience
6 separate projects totaling $765,000 were awarded to BPU on Monday, March 31st 
through a Department of Energy Grant, working through the American Public Power 
Association.

These projects: 
1. Support purchasing software, implementing, training and two years of 

ongoing maintenance and support.
2. Focus on enhancing the cybersecurity posture of both IT and Energy Supply 

business units.
3. Support compliance with industry standards and regulatory expectations
4. Align with our short and long-term plans to improve cyber resilience and risk 

reduction for our networks, infrastructure, and customers.
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Real-World Example
Colonial Pipeline Attack

This is one of the first if not, the most infamous US utility 
attacks 
How It Happened:
• Attackers gained entry through an unused, unsecured remote 

access point
• The breach came from a lack of multi-factor authentication 

combined with poor monitoring from outside probes
• Compromised password resulting in Ransomware
Why It Matters to Us:
• Utility infrastructure systems are attractive, high-value targets
• The attack was avoidable with better controls and vendor 

oversight
• Recovery costs exceeded $4 million, plus reputational damage
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Other Relevant Real-World Examples 
Power, Distribution, Water and Customer Service

Pacific Gas & Electric (PG&E) Data Breach
• Spear-phishing and attempted access to SCADA systems
• Highlighted risks to U.S. grid operations from foreign cyber actors

Texas Water Utility Ransomware
• Compromised remote access credentials
• Disruption of billing and SCADA systems
• Significance: Demonstrated how even small utilities are vulnerable

Independence Power & Light Attack (Dec 2020)
• Cyber attack targeted the utility payment portal
• Payment portal was offline for over two weeks, disrupting online 

payments for 54,000 customers

These 
were 

utilities, 
like ours
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Threat Evolution
The Speed of the Adversary

• Bad actors are moving faster, using 
automation and AI to find vulnerabilities

• Phishing and social engineering attacks 
are more convincing and scalable

• Ransomware-as-a-Service has lowered 
the barrier for attackers

• Supply chain attacks are growing - trust 
in partners is now a risk
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Our Current 
Security Posture

Defense in Depth 
• Layered Protections
• Redundancy and Multi-vendors
• Comprehensive Coverage 

– Perimeter Security
– Endpoint Protection 
– User Authentication
– Patch Management
– Security Awareness
– Incident Response

3rd Floor IT Security and 
Network Operations 

Center (SNOC)
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If it were one layer it 
would be easy to 
penetrate

We therefore put in place, a 
layered strategy.  This 

reduces the chance of a 
successful attack
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Three Major Challenges Ahead

Challenges

1. Pace of Change: 
– Talent Shortage: Skilled 

cybersecurity professionals are 
hard to find and retain

2.  Complex Ecosystem:
– Multiple platforms, tools, and 

vendors create gaps

3.  Human Factor: 
– Employees remain the most 

common attack risk

Our Response

1. We have the right staff, trained 
and have leadership support 

2. We respond with a layered 
approach, increase our situational 
awareness, alerts, patch updates, 
testing, and a formal incident 
response team

3. Training and awareness programs, 
and more on the way
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THANK YOU

QUESTIONS?
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APPENDIX
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Cybersecurity Incident Comparison Chart

Incident Target/System Attack Method Impact Attribution
Ukraine Power Grid Attack 

(2015)
Ukrainian electric distribution 

companies
Phishing, BlackEnergy 

malware, SCADA hijack Power outage for 230,000 customers Russian state actors 
(Sandworm)

Ukraine Power Grid Attack 
(2016)

Ukrainian power grid 
substations

Industry malware targeting ICS 
protocols

1-hour blackout in Kyiv; advanced ICS 
malware

Russian state actors 
(Sandworm)

Colonial Pipeline Ransomware 
(2021)

Colonial fuel pipeline (U.S. 
East Coast)

Ransomware (DarkSide) via 
compromised VPN Major fuel shortages; $4.4M ransom paid Criminal group (DarkSide)

Oldsmar Water Treatment 
Hack (2021)

Water treatment plant SCADA 
system

Remote desktop access; 
SCADA manipulation

Attempted water contamination 
(stopped)

Unknown (likely individual or 
small group)

PG&E Phishing/Data Breach 
(2016/17)

Electric utility infrastructure 
(California) Phishing, network scanning Potential exposure of customer/ 

infrastructure data Not publicly confirmed

Stuxnet (2010) Nuclear enrichment facility 
(Iran)

Stuxnet worm targeting 
Siemens ICS

Damaged 1,000+ centrifuges; set back 
nuclear program

Believed U.S.-Israel cyber 
operation

Cybersecurity Incident Summary Chart
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RESOLUTION NO. 5312 

RESOLUTION BY THE KANSAS CITY BOARD OF UTILITIES, AN  
ADMINISTRATIVE AGENCY OF THE UNIFIED GOVERNMENT OF WYANDOTTE  

COUNTY/ KANSAS CITY, KANSAS REQUESTING THE UNIFIED GOVERNMENT OF 
WYANDOTTE COUNTY/KANSAS CITY, KANSAS TO APPROVE THE ATTACHED 

OPTION PURCHASE AGREEMENT FOR THE QUINDARO PLANT SITE 

 

 WHEREAS, as an administrative agency of the Unified Government of Wyandotte 
County/ Kansas City, Kansas and pursuant to Charter Ordinance 5-0, the Kansas City Board of 
Public Utilities (the “BPU) has the authority to acquire property but not the authority to sell said 
real property; and  

 WHEREAS, the land commonly referred to as the Quindaro Plant Site, is owned by the 
Unified Government and under operational oversight of the BPU; and  

 WHEREAS, the Quindaro Plant site previously contained plants that provided power 
and water to the community, however said plants are no longer in use; and  

WHEREAS, certain facilities on the site are still in use and those areas should be 
retained by the Unified Government/ BPU, however the other areas are no longer needed for 
utility use; and 

WHEREAS, the BPU issued a Request for Proposals for the property and conducted a 
competitive process to determine the successful bidder who would remediate and purchase or 
lease the property; and 

WHEREAS, Power-Transitions Operations LLC (Developer), was determined to have 
the best proposal; and 

WHEREAS, BPU staff and Developer entered into negotiations; and  

WHEREAS, the proposed Option Purchase Agreement attached as Exhibit A, addresses 
the environmental needs of the property, proposes a redevelopment plan for the property, and 
clarifies the areas of the property that will be transferred; and  

WHEREAS, the elected Board of the BPU requests that the Unified Government 
approve the Option Purchase Agreement with Power-Transitions Operations LLC, or its 
subsidiary or affiliate, in substantially the same form as attached hereto.   

NOW, THEREFORE, BE IT RESOLVED AND ORDAINED BY THE 
KANSAS CITY BOARD OF PUBLIC UTILITIES: 

That the Kansas City Board of Public Utilities hereby requests that the Unified 
Government Board of Commissioners approve the Option Purchase Agreement with Power-



 

  

Transitions Operations LLC, or its subsidiary or affiliate, attached as Exhibit A, in substantially 
the same form as attached hereto.     

 
ADOPTED BY THE GOVERNING BODY OF THE KANSAS CITY BOARD OF 

PUBLIC UTILITIES THIS 2nd DAY OF APRIL, 2025. 
 
 
 
By: _________________________ 
 
David Haley, Board President 

 

Attest: __________________________ 
 
Brett Parker, Board Secretary 
 
 
 
Approved as to form 
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